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BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
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• IDENTITY

– Religious identity

– Ethnic identity

– Cultural identity

– Social identity

– Etc. identity

PERSONAL IDENTITY  (who are you)

PERSONAL

IDENTITY

Cultural
identity

Social
identity

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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• PERSONAL IDENTITY (unique identity)

– Name

– Date of birth
– Place of birth
– Name of the parents
– Nationality
– Gender

– Registration

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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• IDENTITY in the past

– Only small group of people use a personal or unique identity
like pilgrims, peddlers, beggars and messengers.

– To prove the “right” identity they often use a kind of 
laisser-passer when they are traveling around and cross 
borders.

– In the past we nearly did use a personal or unique identity.
We used the identity of the religious-, cultural, social- or
ethnical group who we belong.

– This group of people didn’t need any personal 
IDentity documents.

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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1574

• IDENTITY registration in the past

• CHURCH

– German church book anno MDCCXXII

– Dutch church book anno MDLXXIV

1722

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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• IDENTITY registration today

• In a modern way in databases

• Or in a less modern 
way

Municipality
Monrovia (Liberia)

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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IDENTITY CHAIN

ISSUE of
IDENTITY
Documents

BIRTH
REGISTRATION
Start of IDentity

CONTROL of
IDENTITY
Documents

DEATH
REGISTRATION
End of IDentity

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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Since 1920 we had a lot of attention for 
travel-, identity-, residence documents and visa

World wide (global-recommendation)
We have ICAO MRTD doc. 9303 with specifications for:
part 1. Traveldocuments
part 2. Visa
part 3. ID-documents with a travel function

Europe (regional-regulation/legislation)
Regulation for uniform format for EU visa 
Regulation for passports of European member states 
Regulation for uniform format for EU residence permit

PARIS 1920

Conference on passports

and customs formalities

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN

http://www.tisj.be/framemain/uitstappen/eifeltoren.gif
http://www.tisj.be/framemain/uitstappen/eifeltoren.gif
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Thanks to ICAO and ISO, Launch of the ePassport 

– specified by ICAO (9303)

• most secure travel document ever

• embedded RFID chip

• contains electronic ID data (e.g. fingerprint, face…)

VIS UV                                            IR

chip features

& data

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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Issuing
technique

BIH: ink-jet personalization

Material

CZE: watermark

Copy
Protection

ROU: hologramm

Printing
Technique

SVK: Intaglio: latent image

EU regulation 2252/2004 Minimum Security Standards for all EU MS e-passports:
EU regulation 1683/95 Harmonized EU visa sticker for all MS
EU regulation 1030/2002 & 380/2008 Harmonized EU Residence Permit for all MS

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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•REGULATION (ICAO / EU)

•INTERNATIONAL TREATY

•WELL-ORGANIZED AMOUNT

•SYSTEMS AND HANDBOOKS

•SECURITY FEATURES

TRAVEL- CONTRA     BREEDER DOCUMENTS

WHAT IS DIFFERENCE BETWEEN THESE DOCUMENTS

•NO REGLATION

•NO INTERNATIONAL TREATY

•UNKNOWN AMOUNT

•NO SYSTEMS AND HANDBOOKS

•HARDLY ANY SECURITY 
FEATURES

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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WHY DO WE HAVE IN GENERAL SO 
MANY ATTENTION FOR

TRAVEL-, IDENTITY AND RESIDENCE DOCUMENTS AND VISA

and

SO LESS ATTENTION FOR BREEDERDOCUMENT 
WHO ARE OFTEN THE BASIS FOR ISSUING AN IDENTITY 

DOCUMENT, PASSPORT OR RESIDENCE PERMIT.

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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THIS WHILE EVERYONE KNOWS
THERE IS A DIRECT (IDENTITY) LINK 

BETWEEN BREEDERDOCUMENTS
AND THE TRAVEL-, IDENTITY- AND RESIDENCE DOCUMENTS 

THAT ARE ISSUID
DURING THE LIVETIME OF THE IDENTITY CHAIN.

THIS WHILE EVERYONE KNOWS
BREEDER DOCUMENTS AND TRAVEL DOCUMENTS 

HAVE IN COMMON 
THAT THEY BOTH SERVE TO 

ESTABLISH SOMEONE'S (UNIQUE) IDENTITY

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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SHIFT OF FRAUD

FROM DOCUMENT FRAUDE 

falsifying or counterfeiting 

to 

APPLICATION FRAUD 

presenting a counterfeit breeder document

16-11-2015

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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Main problem

false (breeder) documents in the application processes will lead to 
genuine / authentic ID document (e-passport)

Breeder documents (e.g. birth certificates):
have no common format, content or common set of security features 

Consequences
Can be counterfeit quite easily

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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TRUST IN BREEDERDOCUMENTS
INCREASE THE INTEGRITY OF

THE e-DOCUMENT ISSUING AUTHORITY 
IN COMMON

&

INCREASSES THE LEVEL OF ACCEPTANCE 
OF THE (e)DOCUMENTS 

IN PARTICULAR.

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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… can we trust the million eID documents  that are in 
circulation ? 

Example: In France 500,000 to 1 million of the 6.5 million biometric 
passports in circulation are estimated to be false,  having been 

obtained on the basis of fraudulent breeder documents.
(see e.g. article in “Le Parisien”, 19.12.2011)

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN

http://wzus1.search-results.com/r?t=a&d=apn&s=zuk&c=p&app=aoth&ti=1&ai=30751&l=dis&o=14899&sv=0a652923&ip=5ed5f1d6&cu.wz=0&u=http://en.for-ua.com/files/news_images/source/news_1818.jpg
http://wzus1.search-results.com/r?t=a&d=apn&s=zuk&c=p&app=aoth&ti=1&ai=30751&l=dis&o=14899&sv=0a652923&ip=5ed5f1d6&cu.wz=0&u=http://en.for-ua.com/files/news_images/source/news_1818.jpg
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• Traveldocument:

– issuing by authorities 

– all security elements

– status oké 

– fraudulent issuing

Dutch Analyse of 350  (French)passports

often the same place of birth, year of birth 1965 – 1985
issuing place different from place of birth.
applicants from: west-Africa , north-Africa and Caribbean

• Birthcertificate:

– false / falsified              (92%)

– from a other person / ID theft      ( 8%)

– no security elements

– digital reproduction

– no investigation by issuing authorities

–

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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20

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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EU FUNDED PROJECTS

on breederdocuments

FP 7 projects

FIDELITY
01-02-2012 till 01-01-2016

ORIGINS
01-01-2015 till 01-01-2017

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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• Formulate basic requirements/to propose solutions for the 
process of the issuance, verification, and using of breeder 
documents in Europe

• Recommendations for reliable breeder document 
management processes

• Consider/Define the general life cycle of a breeder 
document 

• Consider international (EU/ICAO) discussions and activities

• ePassport issuing process, security of breeder documents

Breeder document  main goals

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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Harmonised layout
based on the 2013 draft ICCS (CIEC) Convention recommendations

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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Pre-production

Centralized production of 
pre-personalised 
documents containing:

• Unique Number

• Optical security features

• Double ID-3 format

Final 

personalization 

at the local 

authorities

Personalized 

document 

handed out to 

the citizen

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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MAIN/OVERALL PROJECT OBJECTIVES

• Analyse the current use of breederdocuments during
the application and issuing proces of e-passports; 

• Identity security loopholes in this proces;

• Propose adequate security measures and processes to
enhance the security of breederdocuments and

• Promoting a harmonized breederdocument in EU 
memberstates

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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www.fidelity-project.eu

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.

www.origins-project.eu

BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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IDENTITY

Since 1920 we had a lot of attention for
travel-, identity-, residence documents and visa

World wide (global)
We have ICAO MRTD  doc. 9303 with specifications for:
part 1. Traveldocuments
part 2. Visa
part 3. ID-documents with a travel function

Europe (regional)
Regulation for pasports of European member states
Regulation for uniform format for EU visa 
Regulation for uniform format for EU residence permit
Regulation for minimum standard of breeder documents (EG 20??- )

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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Albania

Algeria

American Samoa - USA (SB)

Andorra

Argentina 

Argentina (RS) 

Argentina (SRB

Armenia

Australia

Austria

Azerbaijan

Bahrain

Bangladesh

Barbados

BelarusBelgium

Belize

Bermudas (SB)

Bolivia

Bosnia-Herzegovina

Botswana
Brazil

Bulgaria

Cambodia

Cameroon

Canada

Chile

China

Colombia

Costa Rica Côte d'Ivoire (SRB)

Croatia

Cuba

Cyprus

Czech Republic

Denmark

Dominican Republic

East Timor
Ecuador

Egypt

El Salvador 

El Salvador (SRB)

Estonia

Fiji

Finland

Fyrom

France Georgia

Germany

Greece

Guatemala

Guyana

Honduras

Hong Kong - China (SB)

Hungary

Iceland

India

Indonesia

Iran
Israel

Italy

Japan

Jordan

Kazakhstan

Korea (Rep. of)

Kuwait

Kyrgyzstan

Latvia

Lebanon

Libya

Liechtenstein

Lithuania

Luxembourg

Macao - China (SB)

Malaysia

Malta

Marshall Islands

Mexico

Moldova

Monaco

Morocco

Nauru

Nepal

Netherlands

New Zealand

Nicaragua Nigeria

Norway

Oman

Pakistan

Panama

Papua New Guinea

Paraguay

Peru

Philippines

Poland

Portugal

Puerto Rico - USA (SB) Qatar

Romania

Russia

Saudi Arabia

Serbia Montenegro

Singapore

SlovakiaSlovenia

South Africa

Spain

Sri Lanka

Suriname

Sweden

Switzerland

Syria

Thailand

Tonga

Tunisia

Turkey

Ukraine

United Arab Emirates

U. K.

United States

Uruguay

Venezuela

Vietnam

Ireland

Uzbekistan

Tajikistan

Brunei
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IDENTITY

Since 1920 we had a lot of attention for
travel-, identity-, residence documents and visa

World wide (global)
We have ICAO MRTD  doc. 9303 with specifications for:
part 1. Traveldocuments
part 2. Visa
part 3. ID-documents with a travel function

Europe (regional)
Regulation for pasports of European member states
Regulation for uniform format for EU visa 
Regulation for uniform format for EU residence permit
Regulation for minimum standard of breeder documents (EG 20??- )

Part 4. Breeder document specifications

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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4,32553.82515.300367.200146.880

SO WE NEED A MINIMUM SECURITY

STANDARD FOR  BREEDER  DOCUMENTS.
BREEDER DOCUMENTS,
THE WEAKEST LINK IN THE IDENTITY CHAIN
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The FIDELITY and ORIGINS projects receives funding from the 
European Community's Framework Programme

More information: www.fidelity-project.eu

http://www.fidelity-project.eu/


THANK YOU


