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Outline 

- Introduction to sport event identity management 

 

- Security, danger for identity theft and mis-use of 
information (e.g. biometrics data)  

 

- Development of technology and methods  
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Introduction to SPort EvEnt 
iDentity management (SPEED) 

• This presentation is based on work in progress – about the SPEED project funded by 
Regional Forskning Fondet 
 

• The goal of the project is: 
• to understand the processes related to sport event management and understand state of the art 

for the Birken case 
• to define threats and security holes in existing processes and identify risks  
• to define needs for identity management in existing processes and identify risks 
• to identify which new technology, services and processes can be used to mitigate the risks and 

meet the needs 

 
 

 

  

Partners of SPEED project: 

Birkebeinerrennet 

Portahead as  

Haakon Wiig as   

Åmot Kommune   

TrillRundt as  

NHO Reiseliv   
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Existing Processes  

Related to:  
 
• The pre-travel and post-travel of the event, especially day before and 

day after the race. 
• Registration 
• The interactions between Birken organizers\personnel\vounteers and 

the athletes 
• The athletes/user profiling 
• The athletes running/biking/cycling 
• Improving the logistics supply chain of housing, transport, food and 

voluntary workers 
• The preferences which the athletes have, e.g. special diets, medicines, 

need of equipment and other to use at the event (food, skiing wax 
suitable for the weather) 
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Existing Processes/Needs/New 
services 
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Enrollment/envelop/start lists 

startnummerposen Deltakerkort 2011 
Sykkeloblat 

Sekkelapp Sykkellapp Startlister on web 
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Biker, runner, skier in the mountain 

How to track medical  

Equipment? 

 

Alarms-higher pulse than 

expected, give an alarm 

to the athlete? 

Live camera Løypa 
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SMS Tjenesten 

SMS-positions of the  

buses from  

Lillehammer to Rena 

 

Personalised info for  

the athletes, e.g. diet  

food, transport,  

language, guidance. 

 

Problem for capacity  

on mobile phone  

network 
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Busses 

• Tickets; prepayment, but no real control by the bus drivers 

• Who is on the bus, when will the bus arrive my place, what if 
an accident happens with the bus? 

• SMS-positions of the buses from Lillehammer to Rena 

• How to map/park equipment trails close to the buses. Busses 
might arrive late (bring bicycles/luggage direct out of the goal 
area to more convenient pick-up points) 

• Environmental footprint; how to reduce the use of private 
cars and parking in Lillehammer Centre 

•  Accomodation check-in: whoever has checked in Rena for 
accommodation will not be on the bus. 
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Parking 

• How to map/park equipment trails close to 
the buses. Busses might arrive late. How 
people to find their bike/ski? (Authentication 
or another mechanism here?) 

• Environmental footprint; how to reduce the 
use of private cars and parking in Lillehammer 
Centre 
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Threats, security holes, identity 
management, associated risks  
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The major areas of concern in 
sport event management 

• Law compliance: dealing with lawsuits that may arise, 
negotiating with contacts.  

• Security personnel and other employees (needs legal 
skills).  

• Emergency plans for both sport and non-sport events 
– ambulance service.  

• Identity theft and misuse: Sensitive information 
handling, data leakage, related risks.   

• Information system.  

• Identity management. 
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Law Complience- Accident  
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Security personnel and other 
employees 

Håkons Hall Lillehammer 
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Emergency Plans 
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Emergence Plans: Crowd 
surveillance with UAV swarm 

DFRC quadcopter Micro-UAV 
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Identity theft and misuse 
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Identity theft: Athlete 
behaviour/preferences/interests 

Dr. Şule Yildirim Yayilgan & Kamer Vishi



 
Attacks Against Biometric Systems (Security and Privacy) 
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Identity Management: (Biometric) 
Authentication and Challenges 

– Personal identification number:  

  First aid - identity asked after event 

– How people to find their bike/ski? 
 (Authentication or another mechanism here?) 

– Pick up the right luggage 

– Antidoping and biometrics 

– Persons racing in other people’s name  

– Ethical and legacy aspects of keeping profiles 
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Identity Management 

• Accommodation: Hotel & door access.  

• Health: Wrist bands 

• Transportation: Parking lot access 

• Multi-purpose use of cards: for payments, 
door access, other id management. 
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Technology Part 

1. Development of technology and methods 

 

(Applications of Multibiometrics at Sport 

Events) 
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• To permit choice of biometric modality 

for authentication 

• To increase population coverage by 

reducing the failure to enroll rate 

• To enhance performance 

• To extend the range of environmental 

conditions under which authentication 

can be performed 

• To improve resilience to spoofing 

Multimodal Biometric Systems (Motivation) 
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What to integrate? 
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• Sensor level: 
combining raw 

sensor outputs 

 

• Feature extraction 

level: combining 

extracted features 

 

• Comparison score 

level: combining 
comparison scores  

 

• Decision level: 

combining identity 

decisions 

 

 

Levels of Fusion 

25 Dr. Şule Yildirim Yayilgan & Kamer Vishi



Finger Vein / Fingerprint 

Source: SONY Finger Vein Authentication by Hideo Sato 

26 
Near infra-red light is absorbed by hemoglobin in the blood and the vein 
pattern is captured as a shadow. 

NIR 
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Focus on Multibiometrics (Fingerprint and Finger Vein) 

Example of Fusion at feature level 
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Experiment (MSc Thesis) 

Database 

• Shandong University in China, they called this 

database "SDMLA-HMT: A Multimodal Biometric 

Database“- 2010, where 106 participants: 61 males 

and 45 females with age between 17 and 31. 

Database Mean Standard Deviation 

DB1 [1] AES2501 2.3880 0.8858 

DB2 [2] FPR620 1.9764 0.8385 

DB3 [3] FT-2BU 3.2229 0.9600 

DB4 [4] URU4000B 2.1187 1.0094 

DB5 [5] ZY202-B 1.9894 0.8881 

Quality Scores: 1-best, 5 worst. 
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Why Biometrics at SPEED? 
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Why Biometrics at SPEED? #2 

Intelligent identity 

• European Football Championships 

Euro 2012 will be the greatest sport 

event, where polish security services 

and companies specialized in 

creating Intelligent Safety Systems 

will be tested. 

System OLIMP created by WASKO & HITACHI 

• Safety for Fans, 

• Increase marketability of sport object, 

• Increase of tickets selling system performances, 

• Successful execution of stadium ban, 

• 100% agreement with Act on Mass Events Safety. 30 Dr. Şule Yildirim Yayilgan & Kamer Vishi



Why Biometrics at SPEED? #3 
Idea for Birkebeiner 
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Why Biometrics at SPEED? #4 

We need to be prepared for UNGDOMS-OL 2016 ?! 
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The Role of Embassy 
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Future Work 

ONE template (GROUP Biometrics) e.g. 

weight lifters team with their own group 

biometric.! 34 Dr. Şule Yildirim Yayilgan & Kamer Vishi



Thank you for your attention! 

 

Takk for oppmerksomheten! 

Dr. Şule Yildirim Yayilgan 
 

Email: sule.yayilgan@hig.no  

URL: http://www.ansatt.hig.no/suley/  

Kamer Vishi  
 

Email: kamer.vishi@hig.no 

URL: http://www.stud.hig.no/~091340  
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